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The Lumen21 Compliant Cloud Computing Solution is HIPAA compliant and validated by the HITRUST (Health Information 

Trust Alliance) common security framework. It allows customers to leverage the Microsoft Azure cloud and its scalability 

without compromising the security of patient health or financial Information. It’s compliant “out-of-the-box.”

WHAT WE OFFER

WHAT OUR CUSTOMERS ARE SAYING
“Compliance is a way of doing business, not a point in time for our organization. Lumen21’s industry-vetted, HIPAA-

compliant solution, hosted on an industrial-strength cloud platform such as Azure, is the ideal result for us. We gain the 

benefits of cloud computing in a ready-made, compliant bundling that meets our HIPAA regulatory needs.” – Robert Patton, 

President and CEO, Firstsight Vision Services

LEARN MORE
To learn more about Lumen21 Compliant Cloud Computing, visit www.lumen21.com/Cloud or email sales@Lumen21.com.
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Identity and Access
Lumen21 offers 

enterprise-level cloud 

identity governance that 

enables clients to 

manage user access.

• Helps prevent 

unauthorized access 

to servers via multi-

factor authentication

• Change and 

configuration 

management of the 

entire infrastructure

Network Security
Lumen21 private cloud 

virtual machines and data 

are isolated from 

undesirable traffic and 

users.

• Unlimited firewall 

zones

• Multi-factor 

authentication

• Utilizes Azure 

ExpressRoute or VPN

• Intrusion detection 

and prevention 

standard

Management
Lumen21 provides a fully 

managed solution 

ensuring:

• Data protection and 

privacy, including 

encryption, data 

destruction, 

operations

• Annual risk 

assessments

• Threat defense

• Log management

• Web application 

firewall

Compliance
Lumen21’s cloud solution 

is HIPAA compliant and 

HITRUST validated. The 

company is highly 

credentialed, including:

• SOC I 

• SOC 2

• PCI DSS

• HIPAA

• U.S. Safe Harbor

• ISO 27001

http://www.lumen21.com/Cloud
mailto:sales@Lumen21.com


KEY USE CASES

WEB APPLICATIONS

Build anything from lightweight 

websites to multi-tier cloud services 

that scale up as your traffic grows.

CLOUD STORAGE

Rely on geo-redundant cloud 

storage for backup, archiving, and

disaster recovery.

BIG DATA & HPC

Get actionable insights from your

data by taking advantage of a fully 

compatible enterprise-ready Hadoop 

service.

MOBILE

Accelerate your mobile app 

development by using a backend 

hosted in Microsoft Azure. Scale 

instantly as your install base grows.

MEDIA

Create, manage, and distribute media 

in the cloud – everything from 

encoding to content protection to 

streaming and analytics support.

FLEXIBLE APPLICATION MODEL

Microsoft Azure provides a rich set of application services, including SDKs, 

caching, messaging, and identity. You can write applications in .NET, PHP, 

Java, node.js, Python, Ruby, or using open REST protocols. This is all part of 

Microsoft’s promise to let you build using any language, tool, or framework.

ALWAYS ON, ALWAYS HERE

Build resilient applications with automatic operating system and service 

updating, built-in network load balancing, and geo-redundant storage. 

Microsoft Azure also proudly delivers a 99.95% monthly SLA. You can rely 

on decades of experience in data center operations and trust that 

everything Microsoft Azure offers is backed by industry certifications for 

security and compliance.

DATA CENTER WITHOUT BOUNDARIES

Microsoft Azure makes it easy for you to integrate your on-premises IT 

environment with the public cloud. Migrate your virtual machines to 

Microsoft Azure without the need to convert them to a different format. Use 

the robust messaging and networking capabilities in Microsoft Azure to 

deliver hybrid solutions, and then manage your hybrid applications from a 

single console with Microsoft System Center.

GLOBAL REACH

With data centers around the globe, a massive investment in data center 

innovation, and a worldwide Content Delivery Network, you can build 

applications that provide the best experience for users, wherever they are.

Learn more: www.microsoftazure.com
© 2014 Microsoft Corporation. All rights reserved.

Microsoft Azure is an open and flexible cloud platform that enables 

you to quickly build, deploy, scale, and manage applications across 

a global network of Microsoft data centers. You can build 

applications using multiple languages, tools, and frameworks.


